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TECHNIQUE FOR CONTENT DELIVERY
OVER THE INTERNET

FIELD OF THE INVENTION

The present invention relates to data communication and,
more particularly, to content delivery over the Internet.

BACKGROUND OF THE INVENTION

The Internet has become a significant way of obtaining
information around the world. (As used herein, information
is also referred to as “content.”) A computer connected to the
Internet is called a host. Each host is identified by a name

«@ 2

which comprises labels separated by “.” such as “www.foo-

2

.com.

The name identifying a host corresponds to one or more
32-bit Internet Protocol (IP) addresses. A domain name, on
the other hand, corresponds to a prefix of an IP address, that
is shared by all its subdomains and hosts in that domain. An
IP address (hereinafter “address”) is usually written in 4
numeric fields separated by “.” such as 152.192.16.15,
where each field represents a decimal number ranging from
0 to 255 and occupying 8 bits when converted into a binary
number. The model of interaction between two hosts gen-
erally is the client-server model in which a client host
(“hereinafter “client”) sends a request to a server host
(hereinafter “server”) and the server returns a response to the
client using the above-mentioned IP addresses.

Generally, when a user of a client requests content from
a content provider, the user usually uses the name of the
content provider, which may correspond to one or more
addresses identifying one or more content delivery servers
of that content provider. In order to connect to a content
delivery server, the client generally sends a request (query)
to a special server to map the name into an address. This
special server is called a domain name server (DNS). The
DNS generally selects an address mapped to that name
randomly or in a round robin manner. Upon receiving the
address from the DNS, the client uses the selected mapped
address to then connect to the content delivery server
identified by the selected mapped address. In the following,
“mapped address” is used interchangeably with “mapped
delivery server” identified by the “mapped address.”

SUMMARY OF THE INVENTION

Aproblem with the above selecting scheme is that the best
content delivery server might not be selected causing unnec-
essary delivery delay. The problem is addressed by having a
domain name server (DNS) receive a name from a request-
ing client (requester) and select one of the addresses mapped
to the name, that is best to the requester.

An embodiment is a DNS that comprises a mapping
database for storing a map between a name and an address
in which at least one name is mapped to more than one
address, a map retriever for retrieving all addresses mapped
to the input name in the mapping database, a preference
database for storing a preference number associated with an
address and a requester identifier, and a selector for retriev-
ing a preference number associated with each retrieved
mapped address and the requester identifier and selecting
one of the retrieved mapped addresses that has the highest
preference number.

Another embodiment is a content delivery system for a
content provider that comprises three content delivery serv-
ers for delivering content, a preference database for storing
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estimated distance between each of the three content deliv-
ery servers and a client, and a content provider DNS for
mapping the name of the content provider to the addresses
identifying the three content delivery servers and selecting
an address identifying one of the three content delivery
servers to deliver the content that has a shortest estimated
distance to the client in the preference database.

According to a feature of the invention, the content
provider DNS dynamically assigns a time-to-live (TTL)
value to each content delivery server associated with a
client. The TTL assigned to a content delivery server asso-
ciated with a client is a function of the estimated distance
from the content delivery server to the client. Preferably the
assigned TTL is inversely related to the estimated distance.
Generally the larger the TTL value, the longer the client can
use the selected content delivery server without having to
request a new mapping.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be more fully appreciated from
a consideration of the following Detailed Description, which
should be read in light of the accompanying drawings in
which:

FIG. 1 shows an exemplary content delivery system in
accordance with the principles of the invention;

FIG. 2 shows an illustrative preference table in accor-
dance with the principles of the invention;

FIG. 3 shows an illustrative preference table comprising
preference numbers and TTL values in accordance with the
principles of the invention;

FIG. 4 shows an illustrative content provider DNS in
accordance with the principles of the invention;

FIG. 5 shows an illustrative method for selecting one of
the mapped addresses using the preference numbers in
accordance with the principles of the invention; and

FIG. 6 shows an illustrative method for selecting one of
the mapped addresses and assigning TTL values in accor-
dance with the principles of the invention.

DETAILED DESCRIPTION

The method and steps described herein can be imple-
mented using conventional computer programming tech-
niques which are not discussed herein.

An exemplary content delivery system in accordance with
the principles of the invention is shown in FIG. 1. Other than
the inventive concepts, the equipment and network used in
FIG. 1 are known in the art and not discussed herein.
Furthermore, the method and steps described herein can be
implemented using conventional computer programming
techniques, which are not discussed herein. System 100 of
FIG. 1 illustratively shows a portion of a data network. It is
assumed that the content provider is identified by the name,
“www.foo.com.” (It should be noted that the name of a
content provider does not have to reflect the kinds of content
it provides.) System 100 comprises client 110 identified by
address 182.192.18.17, local domain name server (DNS)
120 identified by address 182.192.36.34, root DNS 130,
Com DNS 140, content provider data center 150, and
content delivery servers 160 identified by address
153.192.16.15 and 170 identified by address 154.192.18.17.
Content provider data center 150 comprises content provider
DNS 151, content delivery server 152 identified by address
152.192.16.15, and optionally content providing server 153.
For illustrative purposes, client 110, local DNS 120, and
content delivery server 170 are located in Japan, content
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provider data center 150 is located in the United States of
America (US), and content delivery server 160 is located in
France.

When a user of client 110 requests content provided by
content provider, “www.foo.com,” client 110 first seeks to
obtain a mapped address of the content provider. The
sequence for obtaining the mapped address is described
below and is shown in FIG. 1. Client 110 requests (queries)
local DNS 120 to find a mapped address of “www.foo.com”
(step 1). It is assumed that local DNS 120 does not have the
data. Local DNS 120 sends a mapping request (query) to
Root DNS 130 which is the DNS at the root domain of the
Internet (step 2). (It should be noted that a mapping request
is contained in an Internet Protocol (IP) packet (datagram)
and each IP packet contains source and destination addresses
as known in the art.) Root DNS 130 responds (answers) and
refers local DNS 120 to Corn DNS 140 which is a DNS
serving the “com” domain in the US (step 3). After receiving
the referral, local DNS 120 sends a mapping request to Com
DNS 140 (step 4). Corn DNS 140 responds and refers local
DNS 120 to content provider DNS 151 which is the local
DNS for domain “foo.com” (step 5). Local DNS 120 then
sends a mapping request to content provider DNS 151 (step
6).

Upon receiving the mapping request and in accordance
with the principles of the invention, content provider DNS
151 maps the name “www.foo.com” to the addresses iden-
tifying the three content delivery servers 152, 160, and 170,
and selects content delivery server 170 because content
delivery server 170 has the shortest estimated distance or is
closest to client 110 (described below). It should be noted
that in order for content delivery server 170 to be selected,
there must be an indication showing that content delivery
server 170 is in-service (working). Content delivery servers
that are out of service (down) are not selected even if they
are closer to the client. In accordance with the principles of
the invention, content provider DNS 151 dynamically
assigns a TTL value (for example 9 minutes) to content
delivery server 170 as a function of the estimated distance
from content delivery server 170 to client 110. Content
provider DNS 151 returns a response comprising the address
of content delivery server 170 and the TTL value to local
DNS 120 (step 7), which sends a response comprising the
same to client 110 (step 8). As known in the art, and other
than the inventive concept, a TTL value indicates to a
receiver how long the receiver can use the mapped address
without having to request a new mapping.

Client 110 then starts a three-way handshake as known in
the art to connect to content delivery server 170. First, client
110 sends a request for connection (a TCP message with the
SYN bit set) to content delivery server 170 using the
received mapped address which identifies content delivery
server 170 (step 9). Second, content delivery server 170
grants the request by sending a TCP message with both the
SYN and the ACK bits set (step 10) and, finally, client 110
acknowledges the receipt of the grant by sending a TCP
message with the ACK bit set (sequence number 11). At this
point, the connection between client 110 and content deliv-
ery server 170 is established. It should be noted that the
sequence described is for illustration purposes only. Several
steps may be omitted. For example, if local DNS 120 has
cached the referred DNS information, local DNS 120 may
directly request the mapping information from content pro-
vider DNS 151. In the extreme case, client 110 may cache
the mapping information and continue to use the mapped
address without having to request a new mapping if the
cached mapping data is still within the interval specified by
the TTL value previously received.
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In accordance with the principles of the invention, the
content provider “www.foo.com” optionally also includes
content providing server 153. In this arrangement, content
delivery servers 152, 160, and 170 cache the content
received from content providing server 153 and ask for an
update of a content if the content requested by a client is out
of date or does not exist in their caches. Caching techniques
are known in the art and not described herein.

As noted above, content provider DNS 151 maps the
name “www.foo.com” against a mapping database and
retrieves the addresses identifying the three content delivery
servers. The mapping database generally comprises a table
and each entry of the mapping database table maps a name
to an address and at least one name is mapped to more than
one address. It should be noted that other content providers
(not shown) could share the same three content delivery
servers used by “www.foo.com” to save cost.

After content provider DNS 151 has retrieved all content
delivery servers mapped to content provider,
“www.foo.com,” content provider DNS 151 selects one of
those working mapped addresses (mapped content delivery
servers) to deliver the content. A mapped address that is not
in working state is not selected. (The mechanism for deter-
mining the health state of a content delivery server is
described below.) In accordance with the principles of the
invention, content provider DNS 151 retrieves from a pref-
erence database the estimated distance data associated with
each working content delivery server and client 110. The
preference database comprises an illustrative table shown in
FIG. 2. The preference database table illustratively contains
the addresses of content delivery servers, the destination
domains, and the estimated distances to destination domains
in columns C1, C2, and C3, respectively. A destination
domain is used to identify a requesting client (requester)
and, thus, its location. As mentioned previously, a domain is
identified either by a name or a prefix of an IP address that
is shared by all its subdomains and hosts in that domain.
Generally, a local DNS in a domain is assigned to serve all
hosts in that domain. For example, in FIG. 1, local DNS 120
and client 110 are in the same domain identified by the prefix
182.192. It is assumed that the estimated distance from a
given content delivery server to any client in a domain is
about the same and an estimated distance obtained for one
client with respect to a given content delivery server can be
used for all clients in that domain. When a content provider
DNS receives a mapping request from the local DNS, the
content provider DNS retrieves the domain information of
the local DNS from the request, uses the retrieved domain as
the destination domain in the preference database table to
retrieve the estimated distance from each mapped content
delivery server to that destination domain, and uses the
retrieved estimated distance data to select a working content
delivery server for the requesting client. For example, the
content provider DNS selects the working content delivery
server with the shortest estimated distance to the requesting
client. Even if a client is not in the same domain as the
serving local DNS, the estimated distance used by other
clients in the same domain with the local DNS should be a
good estimate for this client because, generally, a client is
assigned to a nearby local DNS. Thus, in the example, the
domain of a local DNS is used to identify all clients it serves.
Advantageously, the size of the preference database table is
significantly reduced because only the domain identifica-
tions and no individual host addresses or names have to be
in the table. Although presented as a table, other data
structures such as a tree can be used as well. Those skilled
in the art would appreciate that the address prefix used in the
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